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1

Introduction and Executive summary

1.1

Background

The present document constitutes the third deliverable (D1.3) of the WP1 “Introducing GNSS technology in
the railway sector” – in the framework of the project ASTRail, which is a Shift2Rail project complementary to
X2Rail-1 and X2Rail-2.
ASTRail focuses on the following four work-streams:
1) Transfer the knowledge of aeronautical standard and existing integrity monitoring solutions to the application
of fail-safe moving block location by performing an assessment of local error modelling, hazard analysis and
verification activities before proposing minimum performance standards for such equipment for use in the rail
domain;
2) Perform Hazard Analysis of the railway system examining safety level of Moving Block Signalling System
operating without trackside detection, from technical and operational point of view, along with the hazard
identification in the most significant operative conditions defined by the use cases;
3) Identify the most suitable technologies to be implemented in the railway field for performing automated
driving;
4) Based on the state of the art, on the past experiences of the partners and on ad-hoc experiments, it will
identify the most promising formal and semi-formal methods for the different development phases of railway
equipment, and, particularly, for the signalling solutions targeted by ASTRail.
The WP1 corresponds to the first work-stream that focuses on the introduction of GNSS technology into
Railway applications borrowing experience from aeronautical sector. This work stream contributes to the
X2Rail-2 WP3 “Fail-Safe Train Positioning (including satellite technology)” that aims to develop a fail-safe,
multi-sensor train positioning system by applying GNSS technology to the current ERTMS/ETCS core and by
using new technologies (e.g. inertial measurement units) or other on-board existing sensors (e.g.
accelerometers, odometer sensors).
The D1.3 is an output of the Tasks 1.4 “Augmentation System Integrity Assessment” and 1.5 “Hazard Analysis
of ERTMS hazards associated with GNSS faults”. The results of the previous Preliminary Hazard Analysis
(T2.3) done during the implementation of the WP2 - Safety analysis of Moving block signalling system, that
are documented in the D2.2, will provide inputs for the present analysis.
1.2

Executive summary

To acquire accurate position and time through Global Navigation Satellite Systems (GNSS)- based positioning
system1, it is necessary to know the exact distance (range) from satellite to user equipment on-board (i.e.
GNSS receiver), this distance can be calculated if the time of signal propagation, the time it takes the signals
to travel from the satellite to the receiver and radio wave speed are known. Each satellite broadcast its time
and ephemerides and if user equipment is able to receive signal from four satellites (three satellites for
trilateration and the forth to correct receiver time inaccuracy), it will determine its position multiplying this
propagation time by the speed of light.
Nevertheless, signal travels through the space but also through all atmosphere layers, so troposphere and
ionosphere influence the transmission causing delays, furthermore when the signal is arriving to user location,
some of the energy transmitted by the satellite is reflected on its way causing multipath effect. These effects
hinder the correct calculation of the distance and affect the position precision.
In the aviation field, these obstructive effects have been already studied by Advanced Receiver Autonomous
Integrity Monitoring (ARAIM) Technical Subgroup (SG) established on July 1, 2010 by Working Group C
created according to the U.S.-EU Agreement on GPS-Galileo Cooperation signed in 2004 to establish the
principles for the cooperation activities between the United States of America and the European Union in the
field of satellite navigation.

1

The terminology used in the present deliverable, proper to Global Navigation Satellite System, can be found in Definitions.
Deliverable nr.
Deliverable Title
Version

D1.3
The ERTMS hazards associated with GNSS faults
2.0 - 29/01/2019

Page 4 of 51

Satellite-based Signalling and Automation Systems on Railways along with formal Method and Moving Block
Validation

In the present deliverable the experience of ARAIM SG is borrowed to analyse the consequences of typical
GNSS errors for chosen GNSS-based positioning system installed on-board of a train already equipped with
ERTMS/ETCS, and then to propose and discuss possible mitigation strategies.
It should be highlighted that the high positioning accuracy is required to provide better availability of the system,
but, from the safety point of view, it is more important to determine the error range and be able to correctly
compute the protection level of the system, since it allows to implement the necessary measures to avoid
potential hazardous events. So, the most dangerous consequence of the errors is not the position inaccuracy
itself, but the unknown error range, therefore, the paramount requirements for the safety related systems are
to supervise errors and to detect hazardous faults, i. e. to provide system integrity monitoring.
In fact, ARAIM SG main purpose is to ensure navigation integrity for enroute flight, terminal and approach
operations and, for the latter, it must detect all hazardous faults in the underlying GNSS within seconds. In the
language of air navigation, ARAIM must ensure that the pilot is warned within six seconds of any hazardous
misleading information (HMI) before the navigation sensor error is greater than a certain amount.
In the terms of rail applications, it means that Tolerable Hazard Rate (THR) of positioning system is directly
related to undetected faults that could lead to an accident, and the system must detect these hazardous faults
in the underlying Global Navigation Satellite Systems (GNSS) within known time before the navigation error is
greater than a certain established amount. The faster is the detection, the smaller is maximum allowed error
amount, the greater is the system availability (higher train speed and shorter headways).
The maximum allowed THR (i.e. undetected hazardous faults) to achieve Safety Integrity Level (SIL) 4,
required for train positioning, is 1e-8 per hour per function.
To achieve this strict safety target, a range of different techniques shall be applied, starting from the definition
of system architecture and design, then conducing its thorough hazard analysis, and finally, determining
possible technical and operational mitigation measures. Safety and hazard analysis of the system allows to
analyse whether the system attains to its safety target and, if it does not, to detect what shall be improved to
reach it, as to say, what mitigation measures can be employed.
The present deliverable performs the hazard analysis of chosen system architecture based on Virtual Balise
(VB) concept by means of Hazard and Operability study (HAZOP study) technique and focuses of some of the
mitigation strategies, as the Satellite- Based Augmentation System (SBAS), widely used in aviation, and an
Odometry diagnosis technique, specifically developed for VB concept by ASTRail, that can help to solve the
most critical hazards as given in the section 2.2.
In particular case of GNSS, it should be noted that errors occur and can be mitigated not only in the user
segment (user equipment on board and on ground), but also in space and ground segments which by their
nature cannot be controlled by the end user (e.g. Railways). This situation causes certain controversy for rail
application safety management since it means that the initial integrity level of the Signal-In-Space (SIS) is
given by an external to railways system and shall be trusted and assumed to be an input data for further
improvement.
For this reason, the SBAS integrity (space segment, out of control of end user) is analysed in this document
to compute and to justify the initial integrity of the system which is to be improved in the user segment (e.g. by
Odometry Diagnosis).
While SBAS and Odometry Diagnosis are the concrete measures, the generic mitigation strategies are also
indicated in the Annex 1 HAZOP study worksheet and resumed in the Chapter 4 HAZOP study findings and
results.
1.3

Purpose and scope

The present deliverable responds to the following objectives:
1)

Identification of ERTMS hazards for GNSS based positioning system.
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2)

Identification of the mitigation strategies:
a. Technical measures;
b. Operational measures;
c. Augmentation System integrity monitoring hazard mitigation (see Definitions).

The special focus of the present Hazard Analysis will be placed on the localisation function based on GNSS
technology and which needs to provide backward compatibility with the ERTMS/ETCS system, for which
reason the Virtual Balise (VB) concept is considered to be the most promising. Therefore, the ERTMS hazards
related to GNSS faults shall be assessed in detail with possible mitigation strategies being defined.
The technique suitable to analyse in greater depth the localisation process, that can provide a useful and
illuminating approach, is a Hazard and Operability (HAZOP) analysis. A HAZOP study is a qualitative,
structured and systematic examination of planned or existing processes or operations to identify and evaluate
problems that may represent risks or prevent efficient operation: it is carried out by a multidisciplinary team
during a set of brainstorming meetings.
The HAZOP study is oriented on the determination of possible threats while the possible mitigation measures
will be defined based on aviation sector experience and previous studies already carried by different working
groups (e.g. ARAIM Technical Subgroup) [5].
Furthermore, it is critical to include the Virtual Balise (VB) concept since it represents the promising solution
to ensure that the GNSS based localisation system is compatible with the existing ERTMS/ETCS architecture.
The safety requirements and Tolerable Hazard Rate (THR) need to be defined and analysed to provide realistic
targets to be achieved by the train positioning.
1.4

Related documents

ID

1.5

Title

Reference

Version

Date

[RD.1]

D2.2 - Moving Block signalling system Hazard Analysis

ASTRAIL_D2.2_HAL_MBS

V1.0

28/02/2018

[RD.2]

D1.1 – Aeronautical Assumptions and Requirements

ASTRAIL_D1.1

V4

30/03/2018

Deliverable structure

The present deliverable is structured in the following way:
Chapter 2 Hazard analysis of railway GNSS based positioning system gives an overview of the process
of safety analysis that is to be conducted for railway applications and discusses the main positioning system
hazards detected during Preliminary Hazards Analysis (ref. [RD.1]).
Chapter 3 HAZOP study presents the methodology followed to perform further hazard analysis based on
HAZOP methodology.
Chapter 4 HAZOP study findings and results discusses the results acquired after performing HAZOP study.
Chapter 5 Mitigation strategies offers an approach to achieve required SIL by GNSS based positioning
System and analyses THR as a function of VB faults.
Chapter 6 Conclusion presents resume of Task 1.4 and T1.5 activities.
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2

Hazard analysis of GNSS based positioning system for rail

Satellite based navigation systems have been in the aviation sector for safety critical operations since the
1980s. They have been recognized to have an enormous potential for application in the Railways, nevertheless
the main system quality and safety indicators and, more generally speaking, safety philosophy, seem not to
be perfectly aligned with the rail sector due to its particular characteristics and, as well, due to its established
way of acting for safety acceptance of the signalling and positioning system. For these reasons, specific safety
analysis shall be completed to further validate the feasibility of GNSS based positioning system for safety
critical applications in the rail sector.
2.1

Railway Safety acceptance process

Traditionally, the safety acceptance and approval of railway applications follow the process (based on ref. [2])
here:
1. Define the system design, architecture, boundaries, etc. and determine whether the complete safety
management is needed for its acceptance (system different from SIL0).
2. Define and complete a process for quality management to reduce the possibility of human errors.
3. Define and complete a process for safety management to further reduce safety-related human errors
(following what is established in ref. [3]).
4. Complete Technical Safety Report proving the final system design is safe and adequate for its
intended application.
Both steps 3 and 4 include several types of risk analysis starting from generic ones at first phases of system
life-cycle (e.g. Preliminary Hazard Analysis) and followed by deeper ones (e.g. subsystem and interface hazard
analysis, FMECA, FTA, HAZOP, etc.).
These risk analyses can use qualitative and quantitative methods of risk assessment and their final goal is to
verify the system integrity level (SIL), based on tolerable hazards rate (THR), and to prove that the established
safety target has been achieved.
Safety critical railway signalling and positioning applications require the highest SIL level, SIL4, which means
that the maximum allowed THR is 1e-8 per hour per function.
To achieve this target, the safety related function (localisation function) could be allocated on two or more
independent systems if they are able to control the hazard at the same level (even if with different efficiency).
If it is not possible, the combination with other technical and operation measures shall be applied.
It is worth to highlight that traditionally, in the rail sector, the safety target corresponds to a system that is
completely under control of the railway authority which means that any required technical or operational safety
mitigation can be implemented, and untrusted sources of errors and faults (e.g. radio communication system)
can be supervised and controlled (e.g. by the signalling system). In this case, the untrusted sources are
excluded from hazard and safety assessments considering that all possible hazards are managed at system
level.
Instead, for GNSS based positioning system, this approach should be revised since the space segment that
is untrusted and out of the control of railways is a source of errors and faults which can be to some extent
mitigated within the user segment but cannot be excluded from the hazard analysis because of its direct impact
on system performance indicators (such as THR). Thus, conservative assumptions are needed which are akin
to those traditionally taken with regards to the environment.
Another specific parameter that must be taken into account is the non-stationarity of the error distributions due
to satellite motion and the consequent necessity to define specific risk (worst case value) that could be used
in the railway GNSS based applications assessments. This does not mean that the worst case geometrical
configuration of satellites shall be used throughout the hazard analysis but it does mean that an average
stationary probability distribution will not be accurate enough since, as it is stated in ref. [3], the Safety Integrity
Level (SIL) must be achieved under all stated conditions quantifying the THR level per hour per function. When
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the risk probability distribution is stationary, like in conventional signalling system, it is sufficient to compute
hourly risk and to check it against the requirement, but, in the GNSS case, the real time risk varies, so either
a worst-case measurement error model needs to be developed or a mechanism is needed to guarantee that
the system will perform under the actual (current) conditions. This final option is the motivation behind realtime integrity monitoring which accounts for the changes in satellite geometry on the position error distribution.
However, such an approach has not been extended to the urban environment in a fully validated manner.
ASTRail aims to lay the foundations for a technical and legal process of safety acceptance of GNSS based
positioning system in the railway environment without significant alterations to the legacy train (and to a lesser
extent trackside) architecture. For this purpose, the experience borrowed from the aviation industry will be
beneficial to ensure a technically feasible deployment and one that achieves application viability with minimum
impact on the well-established safety processes.
The hazard analysis based on the HAZOP technique is presented in the document in the Chapter 3. Its goal
is to analyse the ERTMS system hazards which are derived from GNSS faults. Such faults could occur in the
constellations’ space segments, the signal environment and/or the user segment and must be mitigated
completely or partially by the ground and user segments under rail industry control.

2.2

Main Hazards related to the positioning system

During the Preliminary Hazard Analysis performed in [RD.1], the main hazards related to localisation process
in view of complete removal of trackside detection have been defined:
Hazard ID
OBU-LU-1

Description

Consequence

Cause

Positioning
error
exceeds alert limit but is
undetected and no
alarm
is
triggered
(Integrity Risk).

Error
in
the
MA
calculation, the distance
to
the
next
SvL/train/danger point is
insufficient for safe
braking.

Undetected range errors
possibly due to satellite
failure,
extreme
ionospheric
error,
tropospheric error or
excessive multipath and
that are not detected by
the SBAS/ground/user
GNSS Receiver integrity
monitoring sg system
potentially
due
to
internal HW/SW error,
erroneous data, extreme
local multipath etc
Idem OBU-LU-1

Intolerable

Possibly due to poor
geometry,
increased
error estimates from
SBAS/ground segment,
or poor GNSS coverage
GNSS system and back
up positioning system
provide
different
position information

Intolerable

Incorrect velocity

OBU-LU-2

Positioning
error
exceeds alert limit, but
the alarm is triggered
exceeding time-to alarm
limit (Integrity Risk).
GNSS
positioning
system is unable to
provide the train position
within
the
required
positioning error margin
LU
calculates
ambiguous position

OBU-LU-3

OBU-LU-4

Train is not able to stop
in time before the
supervised
position/
preceding train
System will enter safe
state mode

RBC takes into account
wrong position

Resulting risk

Intolerable

Intolerable

Table 1 – Hazards related to GNSS based localisation process

While these hazards have been detected during the simplistic analysis of moving block signalling system, it
is noted that the complete analysis is not possible without considering ground and space segment
corrections and monitoring and their impact on system performance. Furthermore, diagnosis of a GNSS fault
may be partially achieved through the use of other sensors including odometry, inertial sensors and the track
database.
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According to the causes that can lead to a hazardous event, three key issues have been targeted for further
analysis and discussion of possible mitigation strategies:
1. Assumptions regarding the space segment integrity risk for the employed constellations
2. Assumptions regarding the impact of SBAS/ground-based monitoring on the posterior probability of
failure (as a function of magnitude and duration)
3. Assumptions and definition of the GNSS receiver integrity monitoring architecture and algorithms
4. The maximum distance/time during which GNSS unavailability could be tolerated without an impact
on safety.
The reference architecture chosen for the present analysis corresponds to the Virtual Balise concept
implementation (see Figure 1). Some initial elements regarding these assumptions are found in ref. [RD.1]
and [RD.2].

2.3

Virtual Balises concept-based system architecture

The VB concept has been already studied in several projects, within which the most prominent ones are Next
Generation Train Control (NGTC) and Railway High Integrity Navigation Overlay System (RHINOS) projects.
NGTC WP7 Satellite Positioning provides a description of the scenario as well as the roadmap with identified
key elements that need to be considered to achieve a successful adoption of satellite positioning, as part of
the ERTMS and defines an extensive and stable set of safety concepts around the VB concept.
Below an extract from NGTC Deliverable D7.1 (ref. [23]) explaining VB application is provided.
The VB application is based on using GNSS for the only and sole purpose of providing and absolute positioning
reference at discrete locations along the track, allowing a reduction of Eurobalises installation. However,
Eurobalises are still foreseen in those emplacements where the signal-in-space (SIS) does not meet the GNSS
performance requirements.
To enable the VB functionality the ETCS on-board unit shall include a new component, named as Virtual Balise
Reader (VBR) which processes GNSS signals and provides balise messages, emulating the BTM, so the
ETCS on-board does not actually distinguish if the balise message received comes from a virtual or a physical
one.
The VBR will consist of a GNSS receiver with a PVT (position, velocity and time) unit and a database.
• A GNSS receiver for processing the SIS from the augmentation system and GNSS satellites.
• The PVT unit provides a PVT solution for computing the train confidence interval (protection level).
• A VBR database for storing VB locations in the vicinity, providing a balise message to the ETCS onboard unit when a match between the received GNSS and stored position occurs.
For the VB functionality, there is no need to provide and guarantee GNSS services in a large region
continuously since the performance requirements are only required at certain locations where the VB is placed.
So GNSS services only need to be available at certain locations, considering that continuity as a concept is
provided by the odometry subsystem.
Within RHINOS project, performance analytical models and a SWOT analysis have been applied to select the
candidate Augmentation and Integrity Monitoring (AIM) subsystem architectures for RHINOS reference
architecture.
As well, the analytical model of the GNSS based Virtual Balise Reader performances assessment has been
reviewed. Moreover, algorithms for multiple track discrimination have been investigated, and a qualitative
comparative analysis between the proposed OBU Integrity Monitoring Methods has been performed. Finally,
as result of the previous analysis, ARAIM has been selected as the OBU Reference Architecture.
Below the scheme is provided which is an abstraction of the RHINOS project concept that reflect VB based
on-board architecture (ref. [RD.2]).
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Figure 1. Reference architecture for VB concept

In Figure 1, the system architecture is presented based on VB concept, where the green parts correspond to
existing ETCS architecture, pink elements correspond to new GNSS internal components and the purple ones
are elements external to the system (i.e. cannot be controlled by railway authorities). This includes the SBAS
data provided by EGNOS within Europe.
The principle of the initial VB concept is to provide a positioning solution at reference points based on data
provided by GNSS. An alternative VB concept involves the use of dynamically assigned VBs at locations
determined by the on-board LU [2]. The VB reference points, either statically or dynamically determined, aim
to replace existing physical eurobalises in current railway implementations. However, in the specific
environments where SIS unavailability or negative local effects are highly possible (e.g. tunnels, dense city
areas, etc.) the physical balises can still be installed to provide support to the GNSS based positioning system.
To cause the minimum alteration in the current ETCS onboard architecture, a specific unit “Virtual balise reader
(VBR)” is added. This unit contains the GNSS receiver as well as a software overlay and provides the data
regarding position, velocity and time in relation to VB location, this information is provided to onboard computer
in form of standard balise telegrams. VBR detects each VB position and compare it with reference database
to detect insertion or deletion.
The ARAIM module provides positioning integrity supervision and calculates the vehicle-based protection level
(see Definitions) of the train by means of specific algorithm (see 2.4).
The usage of EGNOS for augmentation is foreseen for which purpose additional modules are in the RBC at
trackside to provide corrections to the GNSS positioning via RBC-Train radio interface. This approach allows
to assure high EGNOS data availability, since negative local effect could be mitigated in easier way for RBC
stationary system.
The odometry not based on GNSS is used to coast environments/locations where SIS is not available or
negative local effects affect the system performance in extreme way. This system shall not be built on GNSS
but use on board sensors (wheel tachometers, Doppler radars, accelerometers, inertial sensors, etc.) to
provide solution independency.
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Given this architectural context, the following section presents the requirements derived at the highest level
for the VBR function.

2.4

ARAIM Algorithms

To perform integrity monitoring and fault detection, user equipment shall include a specific module that perform
computation of the protection level, based on an algorithm that calculates the nominal error models for known
threats.
As previously stated, the ARAIM algorithm has been found suitable for on-board architecture, and it is
described in the present section.
The advanced RAIM algorithm has been developed as an evolution of the Receiver Autonomous Integrity
Monitoring (RAIM) algorithm. Like RAIM, the algorithm uses measurement redundancy to perform a
consistency check without specifically targeting a particular failure type (ref. [5]).
Unlike RAIM, a set of inputs are to be provided to the vehicle in the form of an Integrity Support Message (ISM)
and given below:

Name
𝝈𝑼𝑹𝑨,𝒊
𝝈𝑼𝑹𝑬,𝒊
𝒃𝒏𝒐𝒎,𝒊
𝑷𝒔𝒂𝒕,𝒊
𝑷𝒄𝒐𝒏𝒔𝒕,𝒊

Description
Standard deviation of the clock and ephemeris error of a
satellite 𝑖 used for integrity
Standard deviation of the clock and ephemeris error of a
satellite 𝑖 used for continuity and accuracy
Maximum nominal bias for satellite 𝑖 used for integrity
Prior probability of fault in satellite 𝑖 per approach
Prior probability of fault affecting more than one satellite in
constellation 𝑖 per approach
Table 2: Input Parameters

To run the algorithm, several constants are needed in relation to the requirements. In aviation typical values
are 10−7 for the operation and mapped to the single epoch. This mapping is under review in light of recent
analyses of correlation between epochs. Note that this allowable risk is split between the coordinates of interest
𝑞 such that:

𝑃𝐻𝑀𝐼 = ∑ 𝑃𝐻𝑀𝐼𝑞 + 𝑃𝑁𝑀
𝑞

Where:
𝑃𝑁𝑀

is the allowed probability of unmonitored faults as noted below.

Faults are detected by employing a set of tests, one for each possible fault mode. A fault mode is well defined
by a partition of the set of available satellites into those which are fault free and those which are faulty. Fault
modes therefore consists of single satellite failures, independent dual satellite failures, constellation failure etc.
(see 3.2). An initial procedure within the algorithm determines which fault modes are to be monitored and
which are to be left unmonitored since they present a negligible risk in light of the integrity requirement i.e. they
fit within 𝑃𝑁𝑀 . For each fault mode, the test is defined as [1]:
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𝜏𝑘𝑞 =

|𝑥𝑘𝑞 − 𝑥0𝑞 |
≤1
𝐾𝑓𝑎,𝑞 𝜎𝑠𝑠,𝑘𝑞

Where:
𝑥0𝑞

is the 𝑞 coordinate for the full set solution

𝑥𝑘𝑞

is the 𝑞 coordinate for the subset solution 𝑘

𝐾𝑓𝑎,𝑞

is the inverse of a unit variance Gaussian distribution for probability

𝜎𝑠𝑠,𝑘𝑞

is the standard deviation of the solution separation (the difference 𝑥𝑘𝑞 − 𝑥0𝑞 )

𝑃𝑓𝑎,𝑞
2𝑁𝑓𝑎𝑢𝑙𝑡 𝑚𝑜𝑑𝑒𝑠

.

The fullset and subset solutions are obtained using a weighted least squares estimation:
𝑥𝑘𝑞 = (𝐺 𝑇 𝑊𝑘 𝐺)−1 𝐺 𝑇 𝑊𝑘 𝑧
Where:
𝑧

the vector of measurements following linearisation

𝐺

is the geometry matrix following linearization of the measurement equations relating the states to the
measurements

𝑊𝑘

−1
(𝑖, 𝑖) if 𝑖 is fault free in 𝑘 and 𝑊𝑘 (𝑖, 𝑖) = 0 otherwise
is the weighting matrix and 𝑊𝑘 (𝑖, 𝑖) = Σ𝑖𝑛𝑡

The protection level is formed as the solution of [1]:
𝑙𝑞 − 𝑏0𝑞
2𝑄 (
)+
𝜎0𝑞

𝑁𝑓𝑎𝑢𝑙𝑡 𝑚𝑜𝑑𝑒𝑠

∑
𝑘=1

𝑝𝑘 𝑄 (

𝑙𝑞 − 𝐾𝑓𝑎,𝑞 𝜎𝑠𝑠,𝑘𝑞 − 𝑏𝑘𝑞
) = 𝑃𝐻𝑀𝐼𝑞
𝜎𝑘𝑞

Where:
𝑄

is the right tail CDF of the Gaussian distribution.

𝑏𝑘𝑞

is the projected worst case nominal bias under fault mode 𝑘 in the direction 𝑞

𝜎𝑘𝑞

is the standard deviation of the position subset solution 𝑘 in direction 𝑞

2.5

SBAS Monitoring

The SBAS integrity concept (ref. [6]) is based on a splitting the operational integrity risk between the vehicle
and SBAS ground segment as shown in the bottom right of Figure 2. The Fault Free case is handled by the
vehicle’s receiver determining a protection level. The ground segment is then tasked with providing the
differential corrections and ensuring that they are fault free with a probability of 10-7 per operational period
being the Target Safety Level (TLS) 1e-8 per approach (with exposure time = 150 seconds). SBAS has been
certified in the aviation sector for vertical operations and for lateral guidance operations only with 150s and
3600s operations respectively.
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The vehicle-based protection level 𝑙0 that is standardised for aviation is given as follows:
𝑙0 = 𝑘𝑓𝑓𝑥 𝜎𝑥
Where:
𝜎𝑥
𝑘𝑓𝑓𝑥

is the standard deviation for the coordinate(s) of interest
is the Gaussian multiplier relating to the allocated integrity risk for the coordinate(s) of interest

In the case that the standard deviation is in one single coordinate (e.g. vertical direction for an aircraft), the
positioning error standard deviation is given as:
𝑁
2 2
𝜎𝑥 = ∑ 𝑆𝑥𝑖
𝜎𝑖
𝑖=1

Where:
𝜎𝑖
is the standard deviation of the differentially corrected range from satellite 𝑖
𝑆𝑥𝑖
is the projection factor from the pseudoinverse matrix relating to the direction 𝑥 and for satellite 𝑖
TLS
10-8 per approach
(with exposure time = 150 seconds)

Accident/Incident ratio
10-1

10-7
(per 150 s)

Incident Continuity risk per approach
5.10-8

Incident Integrity risk per approach
5.10-8

Pilot risk reduction

Pilot risk reduction

Loss of continuity
1.10-4
(per 150 s)

Loss of integrity
3,5.10-7
(per 150 s)

Aircraft
2.10-5
(per 150 s)

Non Aircraft
8.10-5
(per 150 s)

Aircraft
1.10-7
(per 150 s)

Database
0,5.10-7
(per 150 s)

Non Aircraft (SIS)
2.10-7
(per 150 s)

Fault Free Case (SIS)
1.10-7
(per 150 s)

Ground System (SIS)
1.10-7
(per 150 s)

Figure 2: SBAS Integrity Tree

In order that the protection level computed at the vehicle be fault free, the ground system monitoring must
ensure the range errors are bounded sufficiently. This is achieved by the use of various monitors, in both the
position and range domains [4][10], The exact implementation of the ground system is not made public.
However, the designers have made some details available.
Once again, a fault-tree analysis is performed to account for the multitude of threats including.
-

Safety Processor (WAAS) / Check-Set (EGNOS) hardware failure
Corrupted measurement data
GPS satellite failure
Corrupted SBAS message between computation and broadcast
Incorrect bounding of the corrections error by the broadcast integrity data [5]
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These threats are mitigated through the use of redundant hardware, Cyclic Redundancy Checks (CRC) and
the UDRE and GIVE monitors. Of the 10-7 per operation ground system allocation, 4.510-8 is allocated in
WAAS to the incorrect bounding fault, with such a requirement a data driven approach is unfeasible and the
mitigation must be proven through analytic techniques with data for validating any assertions used. Bounding
may fail for either the FLT (fast and long-term corrections) associated to the satellite ephemeris and clock
errors or for the ionospheric corrections. The allocation is split evenly for WAAS between these two, 2.510-8
for each per operation. Finally, note that the corrections may be incorrect at any point during the approach. In
the case of the FLT corrections there are 25 sets of corrections during a single 150s approach (since they
repeat each 6 seconds). This leads to an allocation at each UDRE monitor iteration of 910-10 conservatively
taking no credit for any error correlation.
The notion of the Safety Processor in WAAS [6], or equivalently the Checkset in EGNOS [4], is that the data
used is independent of the processing set data which computes the corrections. Similarly, the algorithms
employed are also to be different and ‘independent’.

The UDRE monitor noise is also independent from station to station. Therefore, as state in [5], one approach
to ensure that the monitor is valid is to use the following test for an allocated probability of hazardously
misleading information of 910-10 given below:
𝑛
𝐿 − 𝑇𝑖
2∏Φ(
) ≤ 𝑃ℎ𝑚𝑖
𝜎𝑚𝑜𝑛,𝑖
𝑖=1

Where:
𝑖
𝐿
𝑇𝑖
𝜎𝑚𝑜𝑛,𝑖
Φ

is the station index up to 𝑛
is the limit for correct bounding, namely 5.33𝜎𝑈𝐷𝑅𝐸
is the UDRE monitor threshold for station 𝑖
is the monitoring noise standard deviation for station 𝑖
is the right tail Gaussian CDF

Later papers from WAAS designers [7] presented more efficient algorithms, however, the full and up-to-date
detail of the ground monitoring is not subject to standardisation and is thus not publicly known. Similar
monitoring of the bounding process is of course needed for the ionospheric corrections and associated
broadcast GIVE values.
What can be concluded from the SBAS integrity setup is that each ranging source corrected measurement
may be modelled as a Gaussian error up to 5.33𝜎𝑈𝐷𝑅𝐸 and that the probability of any exceeding this value is
less than 10−7 within 150s. It may be possible to extend this to 0.510-7 within 1 hour since the requirement
for lateral guidance in this respect is more stringent but fewer details are published.
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3

HAZOP study

3.1

HAZOP study purpose and scope

During the last decades, numerous techniques and tools available for hazard analysis at different stages of
system development have been applied with distinct inputs and outputs achieved.
Some of them, like checklists and What-if methods that have been employed for the Preliminary Hazard
analysis of Moving Block system without trackside detection performed in ASTRail WP2, are usually used at
early phases of system lifecycle when the detailed design and architecture information does not yet exist.
Once the Preliminary Hazard Analysis is concluded, some of the most prominent issues need to be further
analysed applying more detailed techniques to produce more comprehensive information on hazards and
errors in the system design.
For this purpose, the HAZOP technique has been selected to analyse the train localization processes based
on GNSS positioning system with the aim to analyse how GNSS hazards could contribute to ERTMS faults
once moving block system without trackside detection is implemented (ERTMS L3).
The HAZOP technique has been considered suitable to define ERTMS hazards derived from GNSS faults in
conditions of continuous operation. Despite of Virtual Balise being discontinuous system, the detection and
update of train position shall be provided continuously for correct rail operation.
Nevertheless, the implications of the system discretion were analysed and considered particularly in the
section 5.1 of the deliverable (Virtual Balise function THR).
The HAZOP analysis is based on the known GNSS error sources and origins of failure previously analysed for
GNSS based applications in the aeronautical sector. It should be noted, however, that for applications in a new
environment, for which rail is a challenging one due to more extreme multipath and interference, the
characterisation of errors and faults must be in part revisited.

The focus of the HAZOP analysis is to detect all possible hazards, operational problems and faults that could
occur and record them for subsequent assessment and resolution. Despite that, finding the solution to
identified problems is not the primary objective of the HAZOP examination. The indications regarding possible
safeguards will be provided based on insights coming from aviation sector to prevent the problems at the
earliest stages of system development.

According to Key Assumption (KA.) 2 (ref. [RD.2]), the main focus of the present HAZOP study is placed on
train positioning system performed with GNSS technology implemented by means of virtual balise (VB)
concept, which is recognized being adequate to provide backward compatibility with ERTMS/ETCS system.
VB has a good possibility to be smoothly integrated in the existing Control command and Signalling (CCS)
architecture without requiring total modification of the system logic.

At the present stage of the concept development, the main purpose of the study is to identify major hazards to
allow them to be considered in the further design process, starting from the ARAIM threats.

3.2

ARAIM threats identification

Navigation threats are considered to be all possible events (i.e. of natural, systemic or operational nature) that
can cause the computed navigation solution to deviate from the true position, regardless of whether a specific
fault can be identified in one of the navigation systems or not. ARAIM threats are those which can impact the
performance of the ARAIM algorithm and whose probability of occurrence is larger than a required integrity
risk (ARAIM SG report ref. [5]). These threats that could occur due to nominal errors, narrow and wide faults
introduced in space or ground segment. In the present section ARAIM threats characterization is briefly
introduced taking as a reference the above-mentioned report.
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Threats

Nominal error
model +
uncorrelated
fault/satellite

Nominal errors

Uncarachterized
errors

Narrow (single)
faults

Wide (multiple)
faults

Figure 3. Space and ground segment error categories

It should be noted that nominal errors are referred to the errors that occur in normal operation conditions and
could be predicted using error models since they are inherent to the system (e.g. report ref. [5] suggests
Gaussian probability distributions). Narrow (single) faults correspond to uncorrelated errors affecting satellites
individually and are not covered by nominal errors category, and then the remaining correlated and
uncharacterized errors are covered by wide (multiple) faults category and could affect multiple satellites and
ground segment.
Based on the above categories, the following classes of ARAIM threats were identified by the WG-C ARAIM
Subgroup:

1-Clock and Ephemeris

2-Signal Deformation

3-Code-Carrier
Incoherence
4-IFB

5-Satellite
Bias

Antenna

6-Ionospheric
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Nominal
Orbit/clock
estimation
and
prediction and broadcast
limits
Nominal differences in
signals due to RF
components, filters, and
antennas
waveform
distortion
e.g.
incoherence
observed in IIF L5 signal
or GEO L1 signals
Delay differences in
satellite payload signal
paths
Look-angle dependent
biases caused at satellite
antennas
N/A

Narrow fault
Includes clock runoffs,
bad
ephemeris,
unflagged
manoeuvres
Failures
in
satellite
payload
signal
generation components.
Faulted signal model as
described in ICAO
e.g.
incoherence
observed in IIF L5 signal
or GEO L1 signals TBC
Delay differences in
satellite payload signal
paths TBC
Look-angle dependent
biases caused at satellite
antennas TBC
Scintillation

Wide fault
Erroneous
EOPP,
inadequate manned ops,
ground-inherent failures
N/A

N/A

N/A

N/A

Multiple scintillations at
solar storms in certain
latitudes
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7-Tropospheric

8-Receiver Noise and
Multipath

Nominal
troposphere
error (after applying
SBAS MOPS model for
tropo correction
Nominal
noise
and
multipath
terms
in
airborne model (TBC
Galileo BOC (1,1) and
L5/E5a))

N/A

N/A

e.g.: receiver tracking
failure or multipath from
onboard reflector. TBC

e.g.: receiver tracking
multiple
failure
or
multipath from onboard
reflector. TBC

Table 3 – ARAIM Threat Identification Summary (ref. [5])

These threats and their relation to ERTMS/ETCS hazards will be analysed during the present HAZOP study.

3.3

HAZOP study methodology

The HAZOP examination has been initiated by task leader defining the system architecture, including main
boundaries, interfaces (see HAZOP study scope in 3.1) and environment. The necessary adaptation to the
generic HAZOP study methodology has been foreseen to cope with specific ASTRail purposes (define the
major hazards related to GNSS at earliest stages of system development, transfer the knowledge from aviation
to railway field).
After that, a set of meetings followed to propose a clear view on study scope, purposes, methods and main
challenges.
3.3.1

Roles and Responsibilities

The list of participating members has been defined according to the main participants involved in the Task 1.5:

Participant
ARD

Role
Task and study leader with
experience in carrying out Safety
assessment of railway applications.

SIRTI

Specialist in Signalling railway
applications design, implementation
and operational context.

ENAC

Specialist
in
GNSS
based
positioning system in aviation
applications,
their
design,
implementation and operational
context.

Responsibilities
Plan the study, its purpose and scope.
Ensure the necessary data is available.
Suggest
guide
word
and
guide
wordelement/characteristic interpretations to be used.
Ensure correct documentation of the results.
Provide expertise relevant to Signalling railway
applications
design,
implementation
and
operational context.
Provide knowledge of ERTMS/ETCS system faults.
Estimate the impact of hazardous events related to
GNSS faults.
Provide expertise relevant to GNSS based
positioning system in aviation applications.
Provide the comprehensive comparison between
Railway and Aviation operational contexts.
Facilitate GNSS faults description and explanation.
Propose possible safeguards (mitigation strategy)
for determined hazards that could be adopt at early
stage of the system development.

Table 4 – Roles and responsabilities of HAZOP study participants

3.3.2

Guide words and deviations

In the planning stage of a HAZOP study, the study leader proposes an initial list of guide words to be used,
the selection of these words in an important point for the whole study since they trigger the brainstorming. If
Deliverable nr.
Deliverable Title
Version

D1.3
The ERTMS hazards associated with GNSS faults
2.0 - 29/01/2019

Page 17 of 51

Satellite-based Signalling and Automation Systems on Railways along with formal Method and Moving Block
Validation

the words are too specific it can limit the ideas and those too generic will not allow to conduct efficient analysis,
so right balance need to be found.
Another aspect that should be taken into account selecting the guide words is the type of the system to be
analysed. In ASTRail’s case, the system, object of the study, consists in train positioning system based on
GNSS, which belongs to Programmable Electronic System safety critical system with interfaces to CCS
system.
In the table below chosen guide words and the generic deviation derived from them are disclosed:
Guide word type
Negative
Quantitative
modification

Guide word
None
More

Less
As well as

Qualitative
modification

Part of
Other than
Omission
Early

Substitution
Omission
Time

Late
Order or sequence

Before
After

Deviation
No data or control signal passed
Data is passed at higher rate than intended/Signal
perturbations are stronger than estimated
Data is passed at lower rate than intended/Signal
is weaker then estimated
Some additional or spurious signal is present
The data or control signals are incomplete
The data or control signals are incorrect
A portion of data or a portion of signals is omitted
The signals arrive too early with reference to clock
time
The signals arrive too late with reference to clock
time
The signals arrive earlier than intended within a
sequence
The signals arrive later than intended within a
sequence
Table 5 – Guide words

Once applied, the interpretation guide word- analysed elements shall be done and it will be particular for each
case study, also it could vary depending on the phases of life cycle of the system, design interpretation
approach and final goal of the study. Some of the combination may not have meaningful interpretations for a
given study and should be disregarded. The interpretation of all guide word – element/characteristic
combinations should be defined and documented. If a given combination has more than one sensible
interpretation in the context of the design, all interpretations should be listed. On the other hand, it may also
be found that the same interpretation is derived from different combinations. When this occurs, appropriate
cross references should be made (ref. [1]).
3.3.3

Recording

Documentation and traceability are of utmost importance for hazard analysis, the achieved results shall be
fully recorded with appropriate explanations and justifications to provide clear and comprehensible approach
for further works and maximize the benefits of the analysis.
Since the hazard analysis usually follows iterative approach and needs to be deepen gradually when more
information about the system is acquired, the systematic approach for results documentation is paramount to
avoid unnecessary duplications and misunderstandings.
Two main styles of recording exist for HAZOP study:
• Full recording: documenting results of each guide word- element relationship result, including if it was
disregarded. This style of recording provides evidences that the examination has been carried out
thoroughly .
• Recording by exception: only meaningful results are recorded to provide more easily readable version
of the documentation.
Considering that the results of the present study will be public and probably will be taken as an input for further
developments in this area, the first style (full recording) has been recognized to be more appropriate to
document ASTRail results.
The record (HAZOP worksheets) is presented in the form of table containing the following main elements:
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HAZOP record
Header
ID
Guide Word
Element/Function
Deviation
Plausible causes
Consequences
Safeguards
Comments
Assigned to

Description
Unique tracking number
Insert deviation guide Word used
GNSS error/ fault
Describe the deviation
Describe how the deviation may occur
Describe what may happen if the deviation occurs
Preventive or reactive action that reduce deviation likelihood or severity
Rationale, assumptions, additional data, etc.
Identify system, phase or subdivision responsible for managing detected hazard
Table 6 – HAZOP worksheet content

Apart from HAZOP worksheet, the following items can be included in the results:
•
•
•
•
•
•
3.3.4

Any further details about deviations, their consequences and mitigation strategy proposed;
Recommendation for further studies regarding specific design aspects;
Uncertainties discovered during the study;
Particular points for operational and/or maintenance activities;
Parts excluded from the analysis and the rationale behind this exclusion;
Any addition informative material like datasheets, reports and other references.
Examination

When the study plan, including roles, responsibilities, scope, object and purpose of the analysis, is defined,
the team can proceed to the examination process.
For the examination process two approaches are possible: to start from guide word or to start from
element/function. In the present study the approach chosen is to start from the element which means to pick
an element and to apply to it all the guide words selected, this is deemed to be adequate approach since the
elements correspond to GNSS error and need to be studied in detail one by one with maximum concentration.
The process itself follows the next diagram:
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Start

Select the navigation threat

Select a guide word

Apply the guide word to the selected threat (and to
each of its characteristics if relevant) to obtain a
specific interpretation
No
Is deviation credible?

Yes

Investigate impact on ERTMS/ETCS
system, causes, consequences and
protection or indication, and
document it.

No
Have all interpretations of the guide word and
No

element/characteristic combinations been applied?

No

No

Yes
Have all guide words been
applied to the selected
threat?
Yes
Have all errors been
examined?

Stop

Figure 4. Examination process diagram

The study leader proposes starting elements and guide words. The guide word application interpretation
should be examined in the context of error or its characteristics to find the credible deviation from correct
system performance.
Once credible deviation has been identified, its plausible causes and consequences need to be analysed and
deduced, as well as presence of protection or detection mechanism which may be included as a safeguard to
prevent the deviation. Also, the system shall be verified for the potential design improvements to reduce the
probability of occurrence of the hazard or to mitigate its consequences. The example of aviation sector
techniques could be proposed.
In these processes the involvement of study specialists is mandatory.
All results of the examination shall be documented on worksheet in clear way and after that the process is
repeated until each combination error- guide word can be considered fully analysed.
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4

HAZOP study findings and results

After analysing the main ARAIM threats and the hazards that can derive from them, and the consequences for
ERTMS system, the main findings and results correspond to the following:
1) Clock and Ephemeris errors
Clock and Ephemeris error induces failures in protection level computations and in worst cases leads to
VBR fault.
SBAS and/or GBAS can almost completely mitigate the possible consequences and the residual error can
be bounded using statistic techniques.
2) Signal Deformation
Signal Deformation leads to VB jumps and shifts and in worst cases to VBR faults.
The required mitigation is mostly related to user segment where the standardised receiver architecture
could prevent the deformation threat, also threat models for Signal Quality Monitor can be implemented in
GBAS (ground segment).
3) Code- carrier incoherence threats
Code-carrier incoherence could lead to erroneous pseudo-range measurements in user equipment which
can cause position error drifts and VB jumps.
The mitigation techniques consist in Signal Quality Monitoring either on user or ground segment.
4) Inter-frequency biases (IFB) threats
Inter- frequency biases cause VB shifts.
IFB can be removed by User, Ground and Space segment depending on the chosen method (prior
measurements and estimations for ground and space segments or zero-baseline configuration of
receiver).
5) Antenna Bias Threats
Antenna Bias threats can derive into VB jumps or shifts and in worst cases to VBR faults.
The error produced by antenna biases can be accounted for a total error budget, also antenna phase
centre calibration procedures need to be applied in ground segment if GBAS is used.
6) Ionospheric threats
Ionospheric error can cause VB jumps and shifts.
These threats can be eliminated in dual frequency environment measuring code-carrier divergence (dual
frequency, multi frequency user equipment). For severe ionospheric condition predictive models can be
applied and accounted for in ARAIM algorithm.
7) Tropospheric threats
Tropospheric error induces VB jumps and shifts and in worst cases VBR failure.
The mitigation strategy shall consist in elaboration of predictive models for weather conditions and satellite
visibility on a route, also by setting elevation masks to avoid receiving lower satellites signals. According
to the model, the error found shall be accounted for in the total error budget.
8) Receiver noise and Multipath threats
In Railway environment, receiver noise and multipath threats are the most difficult to deal with. These
effects can cause VB jumps and shifts and even overall application failure.
Various mitigations strategies are possible applicable to user or ground segment, such as multipath effect
models, GBAS reference antennas, real time signal processing within receiver, etc.
Aside from the strong local effect generated due to environmental characteristics, the other challenge is
the speed of the train movement since complex receiver computation algorithms require a large amount
of time to solve the position, so the balance between computation burden and train movement speed and
headway need to be found.
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In the next chapter, the chosen VB based architecture is quantitatively analysed and an odometry
diagnosis method is proposed as an approach to achieve required Safety Integrity Level (SIL4) for GNSS
based positioning system with minimum impact on existing ERTMS system.
The Odometry diagnosis can potentially decrease the probability to have the undetected positioning errors
that can affect safety. An analysis needs to be done to assess the mitigation capacity of the method, this
analysis will be performed by modelling Odometry Diagnosis performance.
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5

Mitigation strategies

In the present chapter, the Virtual Balise function THR requirement is analysed and an attempt is made to its
quantification.
After that, a method to quantify the mitigation capacity of Odometry diagnosis is presented.
One of the viable way to comply with reliability, availability and safety requirements for train detection system,
is to combine GNSS2 information and odometrical data and therefore exploit the detection of the overpassing
of specific coordinates (detected by GNSS) to correct distances to be supervised and reset confidence
intervals.
In this approach, odometry3 and GNSS remain independent, and GNSS only plays the role of a Balise (i.e.
Virtual Balises).
It is however possible that safety of GNSS is not enough (THR > 10 -8) and then it is necessary to apply
additional measures, which involves an analysis of the threats to GNSS and the development of additional
monitors to diagnose faults by employing odometry. This approach assumes that odometry could be less
accurate than GNSS but safe enough for the application. It is also assumed that odometry increases a counter
of run distance at a rate higher than the reading of GNSS coordinates. The odometry information includes,
together with the current reading of the counter, also the current safe estimation of under- and over-reading.
In this case, a digital map of the track is needed. At start of mission, when the train is at stand still, the current
value of the odometrical counter is associated with the GNSS coordinates.
During the mission,
• The odometrical equipment increases the counter and updates the estimated under- and over-reading;
• Every time GNSS coordinates are evaluated, it has to be checked whether the confidence area of
GNSS includes a part of the track where the train is running 4;
• If this is true, it can be further checked whether the position on the track evaluated by GNSS is
compatible with the one evaluated by odometry. Considering that odometry will be less accurate, this
means that the position evaluated by GNSS should be within the under- and over-reading of the
odometrical counter. This check can detect major faults of GNSS5 (i.e. VB jump), the potential to detect
slow position drifts need to be analysed.
If the above check is passed, two options are possible:
1.

The current value of the odometrical counter can be associated with the position on the track indicated by
GNSS (e.g. the point of the track inside the GNSS confidence area and the closest to the nominally
evaluated GNSS coordinates). In this way, the train is accurately located on the track and the values of
under- and over-reading can be updated according to the combination of original odometrical information
and interval of confidence of GNSS. This solution:
a) uses GNSS as part of the odometrical system,
b) Allows on-board functions to update distances to be supervised at every reading of GNSS,
c) Allows on-board functions to reset confidence intervals of odometer at every reading of GNSS, but
d) Requires changes in the current ETCS functions, that update distances only when a linked balise is
met.

Here “GNSS” is always used to include augmentation information possibly available.
Here “odometry” refers to the equipment installed today on trains and built on the sensor platforms. GNSS is therefore
not included in this concept, even if GNSS can contribute to odometric functions, as explained below in these notes.
4 The initialisation of this information requires probably solutions more accurate than GNSS. Interlocking functions ensure
that the train remains in the appropriate route.
If this check fails, either the train is on a wrong track (major signalling error, therefore should have negligible probability of
occurrence) or the train has derailed (signalling functions are not more relevant), or GNSS is not reliable. The most
appropriate behaviour seems therefore to continue the mission with only odometrical information (train movement less
efficient but still safe) waiting for reliable GNSS data (an alarm to control centre shall be sent).
5 If this check is not passed, there is either a major GNSS error or a wrong estimation of odometrical data (counter value
and/or under- and over-reading). This should imply a safety critical failure of on-board equipment.
2
3
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This first option exploits the digital map to perform linking function, nevertheless it is still necessary, to assign
“balise IDs” to the locations along a track with defined interval, and the train will communicate the override of
these locations to the RBC, since it is necessary to have reference locations for the measurement of distances
communicated from RBC to train and vice-versa6.
2.

The VB reader uses the calculated position of the train along the track only to detect the train overpasses
of predefined locations (Virtual Balises). Odometrical counter, under- and over-reading errors are still
managed only by odometrical equipment (no use of GNSS information) and corrections are made only
when a linked (real of virtual) balises are met. This solution is probably not so precise as the first one but
ensures that VBs can be added to ETCS without significative impact on existing architecture.

In the present document, the second option is considered due to the necessity to assure backward
compatibility to ERTMS/ETCS system, so VBR lectures will be only referred to VB locations.
5.1

Virtual Balise function THR

In the ERTMS/ETCS, the physical balises are linked into balise groups (BG) which allows to relax the THR
requirement of a single balise. Some sources (ref. [22]) suggest that the same principle could be replicated in
VB concept, nevertheless it shall be noted that the failures of GNSS system are correlated in nearby positions,
thus a less demanding tolerable hazard rate could not be justified for virtual balises.
Taking into account the above stated, the THR requirement could be derived for in the following way:
The ETCS THR requirements for the GNSS based positioning system can be derived by means of the ETCS
core THR allocation in UNISIG SUBSET-088 (ref. [21]):

Figure 5. ETCS core THR allocation in SUBSET-088

In the Figure 5 it is shown that the target ETCS core THR of 2e-9 per hour per train is equally allocated to
ETCS on- board (1e-9/h/train) and all ETCS track-side equipment. Then THR related to balise transmission
hazard THRBTX of 0.67e-9/1 h is determined.
The three hazards identified from SUBSET 88 relate to deletion, when the train passes over the balise without
reading it, insertion, when the train reads a balise that it should not (through cross-talk with a balise on a
parallel track) and corruption when the wrong data is read. It is also important to note that linking of the balises
(or rather balise groups) is performed, in which the expected order of balises is known with respect to their IDs
along a section of track. This linking enables the LDS to diagnose if deletion or insertion has occurred once
6

The alternative could be that both RBC and on-board vital computer use absolute locations identified with their coordinates
on the map (i.e. the RBC does not send a permitted distance but sends the coordinates of the next supervised point, while
the on-board evaluates the distance using the map). This is possible, but the changes with respect to ETCS would be even
more significant.
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the next linked balise is passed or through use of odometry which will be detailed further below. However, note
that the diagnosis of such a fault occurs at least before the next balise group location and such a fault could
only last for a duration longer than the distance between two balise groups if both fail, which due to the
allocated and designed fault probabilities may be neglected.
Previous work has specified the virtual balise hazards in the same light. However, the nature of GNSS faults
is that they may be correlated between nearby locations and time. Instead, the following dichotomy is used:
VB Jump (VB-HAZARD 1) occurs when the position solution jumps from one epoch to the next thereby either
crossing multiple virtual balises (VB-HAZARD 1A) or crossing in an excessive manner a single virtual balise
(VB-HAZARD 1B)
VB Shift occurs when the position error drifts with time thus leading to virtual balise detection which is earlier
or later than is correct (VB-HAZARD 2). In the extreme case, with a very high drift, this hazard is equivalent to
(VB-HAZARD 1B).
VB Jump is by definition the least critical and challenging. In the case of VB-HAZARD 1A, the linking of virtual
balises enables diagnosis of a GNSS fault and the system passes to a fail-safe state. The second sub-case is
subtler, and requires additional sensors including potentially an odometry based cross-check to diagnose its
occurrence.
Finally, for the VB shift case, the ability to diagnose such a fault will depend upon the degree of drift between
the GNSS and odometry solutions and is investigation is on-going within the ASTRail project (T1.6).

So, the THR rate required for virtual balises can be deduced based on the Subset 88 UNISIG which makes
the following derivation for the impact of hazard TRANS-BALISE 2 (deletion and insertion) when considering
an unlinked information point (i.e. balise).

A similar starting point is taken for the use of GNSS for virtual balise detection which depend upon the location
and time (space-time geometry) (𝑥, 𝑡) = 𝒔
𝑟(𝒔) = 𝜆𝑣𝑏 (𝒔, 𝑇𝑣𝑏 )𝑇𝑣𝑏 (𝒔) ≤ 6.7 × 10−10
Where:
𝑟
is the hazard rate,
𝜆𝑣𝑏

is the failure rate of the GNSS based virtual balise reader,

𝑇𝑣𝑏

is the time duration of a GNSS based virtual balise reading fault.

However, 𝑇𝑣𝑏 is not simply bounded nor determined as a fixed value. It will depend upon the fault type, error
correlation, geometry, trackside monitoring, communications, ground control. Furthermore, 𝜆𝑣𝑏 might be
understood to vary as a function of 𝑇𝑣𝑏 . A higher fidelity failure probability model is then proposed.
𝑛=𝑛𝑚𝑎𝑥

𝑟=

∑ (𝜆𝑛 𝑇𝑛 ) ≤ 6.7 × 10−10
𝑛=1

Where:
𝑟
is the hazard rate,
𝑣

is the velocity of the train,

𝑑𝑣𝑏

is the distance between virtual balises,

𝜆𝑛

is the failure rate of the GNSS based virtual balise reader for faults lasting 𝑛 crossed virtual balises,
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𝑇𝑛

is the time duration of a GNSS based virtual balise reading fault over 𝑛 crossed virtual balises,

𝑛𝑚𝑎𝑥

is the maximum number of virtual balises i.e. it can be reasonably asserted that faults do not last
forever and that the distribution of fault rates converges...

Note that 𝑇𝑛 = 𝑛

𝑑𝑣𝑏
𝑣

so that:
𝑛=𝑛𝑚𝑎𝑥

𝑟=

∑ (𝑛𝜆𝑛 ) ≤ 6.7 × 10−10
𝑛=1

Including the terms for 𝑛 = 0 and 𝑛 > 𝑛𝑚𝑎𝑥 and setting 𝜆𝑛 = 0 for all such 𝑛 > 𝑛𝑚𝑎𝑥
𝑛=∞

𝑟 = ∑ (𝑛𝜆𝑛 ) ≤ 6.7 × 10−10
𝑛=0

This is then just the expectation of the number of unsafe virtual balise readings per hour. It is conservatively
bounded by:
𝑛=∞

𝑟 = ∑ (𝑛𝜆𝑛 ) = 𝐸[𝑛/ℎ𝑜𝑢𝑟] ≤ 𝑛𝑚𝑎𝑥 (1 − 𝜆0 ) = 𝑛𝑚𝑎𝑥 𝜆≥1
𝑛=0

However, deriving the requirement for the GNSS receiver in terms of 𝜆≥1 will be very conservative unless 𝑛𝑚𝑎𝑥
can be kept small. It is more prudent to determine 𝜆𝑛 as a function of 𝑛 before then determining a requirement
on the GNSS function.
Consider the figure below whose y-axis is in descending log10 scale (starting at 1 and decreasing by factors
of 10). The rate of faults, which occur for less than one virtual balise, is just the rate of no failure so is close to
1, this is denoted by lambda subscript 0. The remaining rates will then likely form a decreasing sequence from
some small value lambda subscript 1 which is the rate of failure events impact a single virtual balise.

Figure 6. Failure rate function

Monitoring of the GNSS solution, either by SBAS or by ARAIM is able to limit the probability (or rate) of an
undetected and dangerous fault, as expressed by 𝜆𝑛 or 𝜆𝑣𝑏 above. However, such monitoring does not usually
provide protection against the length of such undetected faults. The errors in the data used to perform the
monitoring are likely to become decorrelated over time, thus the length of such undetected failures is likely to
be short. One aspect of the analysis being performed in T1.6 and T1.7 will be to assess this effect. However,
relying on the monitors alone to limit the length of failure may not be sufficient. An alternative approach is to
use the odometry solution using alternative sensors to detect the growth of such undetected faults. This is
described below in section 5.2.
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5.2

Assessment of Odometry Diagnosis

The role of a fault diagnosis using odometry is to limit the range of undetected threats. Not all types of threat
can be detected or diagnosed using odometry. Those faults which are slowly growing are difficult to detect in
this manner. However, jumps in the GNSS position (not as a result of constellation changes) may be more
easily detected. Figure 7 shows the simulation model employed for an initial assessment of the odometry
diagnosis.

Figure 7. Odometry Diagnosis model

In order to characterize the hazard space following checking of the GNSS solution using odometry, the
following bank of monitors are used.
𝑞1
𝑞10
[ 𝑞100 ]
𝑞1000

1

Where:

𝑔𝑛𝑠𝑠

𝑞∆ = 𝐹[∆𝑥𝑖

− ∆𝑥𝑖𝑜𝑑𝑜 ]

2

𝑔𝑛𝑠𝑠

And ∆𝑥𝑖
is the difference in GNSS position between epochs 𝑖 − 1 and 𝑖, and similarly ∆𝑥𝑖𝑜𝑑𝑜 the equivalent
change in position determined by odometry.
The operator 𝐹 represents a filtering function such as a moving average window over the interval ∆ for the time
samples indexed by 𝑖. The model for the odometry assumes a combination of doppler radar and tachometers.
In [8] the doppler radar is assumed to present WGN like errors with a standard deviation of 0.1m/s. The
tachometry errors are slightly larger at 0.2m/s and may potentially be subject to a further correlated error, as
described in [8].
If the moving average filter is used with:
𝑔𝑛𝑠𝑠

𝑞∆ = 𝐹[∆𝑥𝑖
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The test statistics 𝑞∆ model and variance may then be given as:
𝑞∆ ~𝑁(𝜇∆ , 𝜎∆ 2 )

4

Where:
1

𝑔𝑛𝑠𝑠
𝜇∆ = ∑𝑘=𝑖
𝑘=𝑖−𝑁+1 ∆𝜇𝑘

5

𝜎∆ 2 = 𝜎𝑔𝑛𝑠𝑠,Δ 2 + 𝜎𝑜𝑑𝑜,Δ 2

6

𝑁

𝜎∆ 2 =

1
𝑁2

2
2
∑𝑘=𝑖
𝑘=𝑖−𝑁+1 𝜎𝑔𝑛𝑠𝑠,𝑘 + 𝜎𝑜𝑑𝑜,𝑘

7

𝜎𝑜𝑑𝑜,𝑘 2 = 0.092

8

Figure 8. Probability plot for normal distribution of odometer error [9]

It remains to quantify the GNSS position error variation. Following previous work and standard assumptions
of GNSS errors, a Gauss Markov 1st order model is assumed for each error source. Error contributors include
the orbit and clock error (possibly corrected by an augmentation [10]), tropospheric error [11], ionospheric error
and the user error consisting of multipath and noise.
The error models employed are a function of the GNSS measurement processing and architecture. For the
purposes of this study the following assumptions are taken:
-

Divergence-free processing is used to limit the ionospheric error to the current epoch’s contribution
A differential GNSS network with a maximum baseline distance of 10km is employed
Vertical ionospheric decorrelation is set at 4mm/km (1 sigma) [12]
Ionospheric temporal correlation time is set at 360s
Tropospheric decorrelation at zenith is set at 2mm/km (1 sigma) [13]
Tropospheric temporal correlation times is set at 1800s [14]
Residual orbit and clock error is set at 2.5m
Orbit and clock correlation time is set at one hour (3600s)
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-

Raw multipath and noise is modelled as white Gaussian noise (WGN) and elevation dependent
variance
After divergence-free carrier smoothing [15] the multipath and noise error has a correlation time equal
to the smoothing constant, nominally set at 100s.

These assumptions are further represented in Table 7.
Error Source
Units

𝑹(𝟎)

𝝉

[𝒎𝟐 ]

[𝒔]

𝑹(∆= 𝟏𝟎𝒔)
𝑹(𝟎)

𝑹(∆= 𝟏𝒔)
𝑹(𝟎)

Ionosphere

[11]

360s

0.9726

0.9972

Troposphere

[11]

1800s

0.9945

0.9994

Orbit/Clock

[16]

3600s

0.9987

0.9997

User

[17]

100s

0.9048

0.9900

Table 7: Model Parameters
𝑔𝑛𝑠𝑠
∆𝑥𝑖

The model for the GNSS variation
is then the weighted sum of Gauss Markov processes with two-point
autocorrelation function. The variance is given as:
𝜎∆𝑥 2 = 𝑆Σ𝑆 𝑇

9

Where Σ is the covariance matrix containing the variances of the satellites employed in the computation of the
position and expressed in Table 7 and 𝑆 is the pseudoinverse matrix defined as with 𝑊 = Σ −1 :
𝑆 = (𝐻𝑇 𝑊𝐻)−1 𝐻𝑇 𝑊

10

With the diagnosis test statistic in place, the threshold must be set as follows:
𝑇 = 𝑘𝜎∆

11

The value for 𝑘 is taken as one quarter of an allocated budget (since there are 4 tests). In initial testing 𝑘 is
taken as 5.33.
In Figure 9 histograms of raw and smoothed monitor statistics are presented where both the classic moving
weighted average and the exponentially weighted moving average is employed with various recursive
weighting factors 𝛼. The Gaussian distributions which overbound the histograms are given in Figure 10. Such
statistical analysis is needed in order to set thresholds for the detection of faults and thus determine which
areas of the threat space may be diagnosed by the odometry function.
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Figure 9: Histograms of Raw and Smoothed tests
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Figure 10: PDFs of the statistics in m/s

Statistic

Value (m/s)

Raw

0.3339

Moving Average 10s

0.1033

Moving Average 100s

0.0282

Moving Average 1000s

0.0051

EWMA 0.7

0.2446

EWMA 0.3

0.1389

EWMA 0.1

0.0740

Table 8: Monitoring statistics

Above the odometry diagnosis was defined for the GNSS solution in terms of a test statistic and a threshold
set. In this section the position variation bias 𝜇∆ is addressed. This unknown variable represents the quantity
to detect. Akin to previous testing procedures performed in civil aviation for hybridized solutions, the following
threats were assessed.

Fault

Magnitude

Step

0-50m

Ramp

0.001-0.1m/s

Ramp

0.01-0.1m/s

Ramp

0.1-1.0

Ramp

1.0-10.0m/s

Table 9: Model Parameters

In tasks T1.6 and T1.7 further analysis of the monitors will be undertaken with respect to the threats outlined
in Table 8

6

Conclusions

The work that has been carried out in the present deliverable covers two main aspects of hazard analysis:
1)
2)

Identification of ERTMS hazards for GNSS based positioning system;
Identification of the mitigation strategies.

Hazard identification, analysis of its causes and consequences have been realised using the HAZOP
technique, the detailed results of this study are found in the Annex 1 and the resume is presented in the
Chapter 4. These results are related to the impact of main ARAIM threats on ERTMS system performance
including the identification of generic mitigation strategies considering aviation sector experience.
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To quantify the integrity target, SBAS integrity tree has been analysed and it has been concluded that each
ranging source corrected measurement may be modelled as a Gaussian error up to 5.33𝜎𝑈𝐷𝑅𝐸 and that the
probability of any exceeding this value is less than 10−7 within 150s. It may be possible to extend this to 0.5107 within 1 hour since the requirement for lateral guidance in this respect is more stringent but fewer details are
published.
Furthermore, the odometry diagnosis was defined for the GNSS solution in terms of a test statistic and a
threshold set. In tasks T1.6 and T1.7 further analysis of the monitors will be undertaken with respect to the
threats outlined in the present deliverable.

Acronyms
Acronym

Explanation
ARAIM

Advanced Receiver Autonomous Integrity Monitoring

GBAS

Ground Based Augmentation System

CCS

Control, Command and Signalling

HAZOP

Hazard and Operability

HMI

Hazardous misleading information

MI

Misleading Information

OBU

On board unit corresponding to ETCS system on-board (vital computer)

VB

Virtual Balise

RBC

Radio Block Station

SBAS

Satellite-based Augmentation System

SIS

Signal-In-Space

TLS

Target Level of Safety

UDRE

User Differential Ranging Error

WAAS

Wide Area Augmentation System

Definitions
Alert. An indication provided to identify that an operating parameter of a navigation system is out of tolerance.
Alert limit. For a given parameter measurement, the error tolerance not to be exceeded without issuing an alert
Augmentation system. Augmentation of a global navigation satellite system (GNSS) is a method of improving
the navigation system's attributes, such as accuracy, reliability, and availability, through the integration of
external information into the calculation process. Augmentation system can belong to space segment (see
SBAS), ground segment (see GBAS) and to user segment.
Elevation. The vertical distance of a point or a level, on or affixed to the surface of the earth, measured from
mean sea level.
Epoch. An instant in time chosen as the origin of a particular era. The "epoch" then serves as a reference point
from which time is measured. Time measurement units are counted from the epoch so that the date and time
of events can be specified unambiguously.
Ephemeris. GNSS ephemerides forms part of the navigation message transmitted by each satellite and
contains information on week number, satellite accuracy and health, age of data, satellite clock correction
coefficients, orbital parameters.
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Global navigation satellite system (GNSS). A worldwide position and time determination system that includes
one or more satellite constellations, aircraft receivers and system integrity monitoring, augmented as
necessary to support the required navigation performance for the intended operation.
GNSS position error. The difference between the true position and the position determined by the GNSS
receiver.
Ground-based augmentation system (GBAS). An augmentation system in which the user receives
augmentation information directly from a ground-based transmitter.
Integrity. A measure of the trust that can be placed in the correctness of the information supplied by the total
system. Integrity includes the ability of a system to provide timely and valid warnings to the user (alerts).
Protection level (vehicle-based). The horizontal protection level provides a bound on the horizontal position
error with a probability derived from the integrity requirement. Similarly, the vertical protection level provides a
bound on the vertical position.
Receiver. A subsystem that receives GNSS signals and includes one or more sensors.
Satellite-based augmentation system (SBAS). A wide coverage augmentation system in which the user
receives augmentation information from a satellite-based transmitter.
Virtual Balise. The Virtual Balise (VB) application is based on using GNSS for the only and sole purpose of
providing and absolute positioning reference at discrete locations along the track, allowing a reduction of
Eurobalises installation
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ANNEX 1 HAZOP STUDY WORKSHEET
ID

Guide Word

Deviation

Plausible causes

Consequences

None

Clock and
Ephemeris

The nominal satellite
clock and ephemeris
errors

Accuracy limits of the ground
segment orbit and clock
determination process, by the
modelling limits of the
navigation message format
(e.g. selected set of orbit and
clock parameters), and mainly
by the accuracy limits of the
on-board clock prediction
model

Under nominal conditions the
Master Control Station (MCS), or
the equivalent for each
Negligible errors in positioning constellation, can accurately
N/A
computation
compute clock and orbit corrections
and correspondingly mitigate this
error source. Residual error can be
bounded using statistic techniques.

Control segment
(ground)

More

Clock and
Ephemeris

Higher order errors
in the satellite clock,
ephemeris, or both

changes in state of the satellite
orbit or clock/ the broadcasting
of erroneous information

Monitoring algorithm is no
longer effective, train
protection level is computed
incorrectly.

Single satellite subset backed by
ground

N/A

Ground segment
corrections (transmitted
via RBC- OBU).
Design phase.

Clock and
Ephemeris

Low accuracy of
clock and orbit
determination

Ground segment orbit and
clock determination process
faults
Accuracy limits of the onboard clock prediction model
are low

Not correlated data coming
from ground segment and onboard, application is not able to
determine the correct data,
VBR fault.

the Master Control Station (MCS),
or the equivalent for each
constellation, can accurately
compute clock and orbit
corrections.

Clock corrections shall be
provided by a single source (e.g.
via RBC- train), in this case only
correction from ground segment
and its predictable inherent
errors are considered

Ground segment
corrections (transmitted
via RBC- OBU).
Design phase.

As well as

Clock and
Ephemeris

Erroneous clock and
ephemeris
navigation data
received in one or
several packets

Residual errors are produced
after applying corrections

Not correlated data coming
from trackside, application is
not able to determine the
correct data, VBR fault.

The residual errors can be bounded
using standard statistical techniques

Consider implementing
algorithms discarding not
correlated data

OBU (VBR algorithm)
Design phase

CE-5

Part of

Clock and
Ephemeris

Clock and ephemeris
navigation data lost
during a period of
time

A system fault on the ground
(e. g. wrong EOPP used by
MCS and transmitted to the
users)

Monitoring algorithm is no
longer effective, train
protection level is computed
incorrectly.

Monitoring of real-time ground
station data (estimation of clock
behaviour and filtering)

N/A

Ground segment
corrections (transmitted
via RBC- OBU).
Design phase.

CE-6

Other than

CE-1

CE-2

CE-3

CE-4

GNSS fault

Less
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ID

Guide Word

GNSS fault

Deviation

Plausible causes

Clock and
Ephemeris

Erroneous clock and
ephemeris
navigation data
received

Consequences

Safeguards

Comments

Actions assigned to

Monitoring algorithm is no
Inadequate manned operations longer effective, train
Ground segment inherent faults protection level is computed
incorrectly.

Constellation subset backed by
ground

If 2nd constellation not
available, events can also be
detected using Interpretive
Structural Modelling (ISM)aided method.

Ground segment
corrections (transmitted
via RBC- OBU).
Design phase.

CE-7

Omission

Clock and
Ephemeris

Idem CE-5

Idem CE-5

Idem CE-5

Idem CE-5

Idem CE-5

Idem CE-5

CE-8

Early

Clock and
Ephemeris

N/A

N/A

N/A

N/A

N/A

N/A

CE-9

Late

Clock and
Ephemeris

N/A

N/A

N/A

N/A

N/A

N/A

CE-10

Before

Clock and
Ephemeris

N/A

N/A

N/A

N/A

N/A

N/A

Clock and
Ephemeris

Clock and ephemeris
corrections arrive
after the position is
computed.

Data transmission delay

Monitoring algorithm is no
longer effective, train
protection level is computed
incorrectly.

The algorithm shall take into
account the data pocket age

N/A

User segment
(algorithm design)

CE-11

After

SD-1

None
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ID

Guide Word

SD-2

SD-3

GNSS fault

Deviation

Plausible causes

Consequences

Signal
Deformation

Nominal signal
deformation errors

Satellite-to-satellite variability
of the small imperfections of
the broadcast of pseudorandom ranging signal created
by the end-to-end onboard
signal generation chain

More

Signal
Deformation

Deformation is
higher the estimated
in technical
specifications

Imperfections of the broadcast
of pseudo-random ranging
signal

Less

Signal
Deformation

Deformation is less
than the estimated in
technical
specifications

N/A

Safeguards

Comments

Nominal signal deformation shall
be appointed within the equipment
design specs

GNSS receiver
specifications

Application receives incorrect
data. Precision accuracy
affected (VB jumps and shifts).

Standardized architecture for GNSS
N/A
receiver

Design and Safety
Assessment

N/A

N/A

N/A

A part from expected signal
deformation coming from RF
Additional
components, additionally
unexpected source of
narrow failure occurs in a
signal deformation
satellite payload signal
generation components

Application receives incorrect
data. VBR could fail.

A network of identically configured
receivers will detect biases derived N/A
from Signal deformation threat.

Design and Safety
Assessment

Test and verification
activities

N/A

SD-4

As well as

Signal
Deformation

SD-5

Part of

Signal
Deformation

Signal deformation
only partially
mitigated

Incorrect design of GNSS
receiver/receiver HW failure

Application receives incorrect
data. VBR could fail.

None

SD-6

Other than

Signal
Deformation

Unexpected source
of signal
deformation

Failures in satellite payload
signal generation components

Application receives incorrect
data. VBR could fail.

A network of identically configured
receivers will detect biases derived N/A
from Signal deformation threat.
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ID

Guide Word

GNSS fault

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

SD-7

Omission

Signal
Deformation

N/A

N/A

N/A

N/A

N/A

N/A

GBAS provides
misleading
information (MI)

C/A code signal at the input
suffers from lead relative to
the correct end-time, causing
correlation peak distortion
caused by satellite payload
failures

Application receives incorrect
data. Undetected positioning
error (VB jump)

Threat models for Signal Quality
Monitor assessment

The signal effects causing
GBAS to output MI are: dead
zones (Model A), false peaks
(Model B) and distortions
(Model C)

Ground segment (GBAS
SQM design)

Idem SD-8

Idem SD-8

Idem SD-8

Idem SD-8

SD-8

Early

Signal
Deformation

SD-9

Late

Signal
Deformation

GBAS provides
misleading
information (MI)

C/A code signal at the input
suffers from lag relative to the
correct end-time, causing
correlation peak distortion
caused by satellite payload
failures

SD-10

Before

Signal
Deformation

N/A

N/A

N/A

N/A

N/A

N/A

SD-11

After

Signal
Deformation

N/A

N/A

N/A

N/A

N/A

N/A

None

Code-Carrier
Incoherence
Threats

Standard deviation
between ode phase
rate and the carrier
frequency (5e-11)

A satellite fails to maintain the
coherency between the
broadcast code and carrier

Negligible positioning error

To be accounted within total error
budget

N/A

Space and ground
segment error budget

CC-1
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ID

Guide Word

CC-2

More

CC-3

CC-4

Less

As well as

CC-5

Part of

CC-6

Other than

Deliverable nr.
Deliverable Title
Version

GNSS fault

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

Code-Carrier
Incoherence
Threats

Difference between
code phase rate and
the carrier frequency
is more than the
standard deviation

A satellite fails to maintain the
coherency between the
broadcast code and carrier

A step or a rate of change
between the code and carrier
broadcast from the satellite.
Positioning accuracy is
affected (VB jump).

Predictive error models

N/A

Ground and User
segment (error models,
algorithm)

Code-Carrier
Incoherence
Threats

Difference between
code phase rate and
the carrier frequency
is less than the
standard deviation
(5e-11)

N/A

N/A

N/A

N/A

N/A

Code-Carrier
Incoherence
Threats

The long-term
stability is affected
(1σ phase error is
more than one
carrier cycle)

A satellite fails to maintain the
coherency between the
broadcast code and carrier in a
long term

Positioning accuracy of
navigation signals is affected
(VB shift)

Signal quality monitoring (SQM)
systems

N/A

Ground segment (GBAS
SQM design)

A signal distortion failure of a
A signal distortion of satellite. Subtle failures of the
the pseudorandom
signal generating hardware
code
onboard the satellite may
distort the incoming signal.

A pseudo range error (i.e., a
step change in pseudo range) in
the user equipment. This
affects code-tracking loops and
leads to erroneous pseudo
range measurements (including
causing position error drifts).
Signal quality monitoring (SQM)
Further, for receivers of
systems
different configurations (i.e.,
discriminator type, correlator
spacings, and front-end
bandwidth) these correlation
peak distortions result in
different pseudo range errors.

N/A

Ground segment (GBAS
SQM design)

Idem CC-2

Idem CC-2

Idem CC-2

Idem CC-2

Code-Carrier
Incoherence
Threats

Idem CC-2
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ID

Guide Word

GNSS fault

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

Code-Carrier
Incoherence
Threats

Idem CC-5

Idem CC-5

Idem CC-5

Idem CC-5

Idem CC-5

Idem CC-5

Early

Code-Carrier
Incoherence
Threats

Lack of
synchronization
between the code
and carrier
waveform during the
data demodulation
and processing and
after the tracking
loop by GNSS
receivers

The synchronization between
the C/A code timing at the Geo
transmit antenna phase centre
and the time standard at the
Geo Earth station is not
maintained

A pseudo range error (i.e., a
ramp in pseudo range) in the
user equipment. Positioning
accuracy is affected (VB
jump).

Multiple monitors act together to
constrain the effect of this error on
the ground and on using equipment,
including the Code- carrier
Divergence rate monitor

Late

Code-Carrier
Incoherence
Threats

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

Before

Code-Carrier
Incoherence
Threats

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

After

Code-Carrier
Incoherence
Threats

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

Idem CC-8

Code-Carrier
Incoherence
Threats

CC-7

Omission

CC-8

CC-9

CC10

CC11
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ID

Guide Word

GNSS fault

Deviation

Plausible causes

None

Interfrequency
biases (IFB)
threats

The delay
differences relative
to the signal paths
and the signal
modulation type

Caused by the path dependent
signal delays in both the
satellite and receiver (nominal
error)

More

Interfrequency
biases (IFB)
threats

IFB drifts (delay is
greater than
observed before put
into service)

Less

Interfrequency
biases (IFB)
threats

Delay is smaller than
Nominal error is smaller than
observed before put
expected
into service

As well as

Interfrequency
biases (IFB)
threats

The variation in the
ionosphere causes a
path delay on the
range measurements
in addition to IFB
effect

Part of

Interfrequency
biases (IFB)
threats

Other than

Interfrequency
biases (IFB)
threats

IFB-1

IFB-2

IFB-3

IFB-4

IFB-5

IFB-6

Deliverable nr.
Deliverable Title
Version

Consequences

Safeguards

Comments

Actions assigned to

Negligible. Accuracy is
affected within defined limits.

The delay can be directly measured
for a space vehicle prior to launch,
or for a ground-based receiver prior
to its being used in the field

N/A

Space and Ground
segment

Positioning accuracy is
affected (VB shifts)

Variation in the receiver portion of
the IFB can be observed in
receivers with antennae in a zerobaseline configuration

Real-time monitoring is needed
to mitigate IFB drifts, but it is
User segments (GNSS
not possible to perform for space
receiver)
segment and difficult and time
consuming for ground segment.

Negligible

N/A

N/A

N/A

Ionosphere threats

Positioning accuracy is
affected (VB shifts)

The ionospheric delay can be
separated from the IFB by
concurrently estimating both the
model parameters for the
ionosphere and the biases.

N/A

Ground and user
segment

The ionospheric
component of the
delay is not
discriminated.

The monitoring algorithm is
not complete

Idem IFB-4

Idem IFB-4

Idem IFB-4

Idem IFB-4

N/A

N/A

N/A

N/A

N/A

N/A

An equipment fault on board
the GNSS satellite (narrow
fault)
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ID

IFB-7

Guide Word

GNSS fault

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

Omission

Interfrequency
biases (IFB)
threats

Idem IFB-3

Idem IFB-3

Idem IFB-3

Idem IFB-3

Idem IFB-3

Idem IFB-3

Early

Interfrequency
biases (IFB)
threats

N/A

N/A

N/A

N/A

N/A

N/A

Late

Interfrequency
biases (IFB)
threats

N/A

N/A

N/A

N/A

N/A

N/A

Before

Interfrequency
biases (IFB)
threats

N/A

N/A

N/A

N/A

N/A

N/A

After

Interfrequency
biases (IFB)
threats

N/A

N/A

N/A

N/A

N/A

N/A

None

Look-angle
dependent biases in
the code phase and
Antenna Bias carrier phases on
Threats
both L1/E1 and
L5/E5a are present
on GNSS L-band
antennas (nominal)

Inherent to antennae

Negligible. Accuracy is
affected within defined limits.

N/A

N/A

N/A

IFB-8

IFB-9

IFB10

IFB11

AB-1
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ID

Guide Word

GNSS fault

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

The spacecraft position and
attitude relative to a user
change over the time, so the
effect of the antenna biases
could be more consistent in
some periods of time
(systematic error)

Positioning accuracy is
affected (VB jump)

Calibration may be applied

N/A

User equipment

AB-2

More

Services peaks when
the biases are more
Antenna Bias
consistent across
Threats
multiple satellites
(narrow fault)

AB-3

Less

Antenna Bias Biases are less
Threats
consistent

N/A

Negligible

N/A

N/A

N/A

Biases are more
Antenna Bias consistent due to
Threats
temporal changes
(narrow fault)

Thermal effects or aging of
antenna

Positioning accuracy is
affected (VB jump)

This systematic error can be
accounted for within the maximum
nominal bias term to be broadcast
to ARAIM users

< 1e-5 / hour/ satellite

N/A

Incorrect antenna
Antenna Bias
calibration (ground
Threats
segment)

Errors in the calibration
procedures, incorrect
prediction of temperature
effects, etc.

Antenna bias threats multiplied
by input data is incorrect.
Positioning accuracy is
affected and exceeds the
maximum nominal term (ref.
AB-4 Safeguards)

Antenna phase centre calibration
procedure shall be verified

N/A

Ground segment

Application doesn't receive
correction data. VBR could
fail.

ICAO Radio Navigation Aids
"Message loss" (3.6.8.3.4): receiver
shall provide an appropriate alert if
no message is received from
GBAS. (time-to-alert depends on
application type, e.g. category I
precision it is equal to 3,5 sec), ref.
[6]

N/A

User segment (GNSS
receiver)

AB-4

AB-5

As well as

As well as

AB-6

Part of
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Version
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ID

Guide Word

GNSS fault

Deviation

Plausible causes

Consequences

Incorrect parameters of GBAS
antenna (message broadcast
rate exceeds maximum value,
spurious emissions, low
reference antenna phase centre
position accuracy )

Safeguards

Comments

Actions assigned to

ICAO Radio Navigation Aids,
Attachment D 7 Ground-based
Application receives incorrect
augmentation system (GBAS) and
correction data. Positioning
ground-based regional
accuracy is affected (VB shifts)
augmentation systems (GRAS), ref.
[6]

N/A

Ground segment

AB-6

Other than

Correction data
Antenna Bias coming from ground
Threats
segment (GBAS) are
incorrect

AB-7

Omission

Antenna Bias
Idem AB-6
Threats

Idem AB-6

Idem AB-6

Idem AB-6

Idem AB-6

Idem AB-6

AB-8

Early

Antenna Bias
N/A
Threats

N/A

N/A

N/A

N/A

N/A

AB-9

Late

Antenna Bias
N/A
Threats

N/A

N/A

N/A

N/A

N/A

AB10

Before

Antenna Bias
N/A
Threats

N/A

N/A

N/A

N/A

N/A

AB11

After

Antenna Bias
N/A
Threats

N/A

N/A

N/A

N/A

N/A
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ID

Guide Word

IO-1

None

IO-2

More

IO-3

Less

GNSS fault

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

Ionospheric
threats

First order
ionospheric error
(nominal error)

The ionosphere is a dispersive
medium that leads to code and
carrier divergence causing
ionospheric error of first,
second and third order, all
functions of Total Electron
Content (TEC).

Negligible

In a dual-frequency environment,
the first-order ionospheric errors
can be removed by measuring the
code-carrier divergence at each
frequency. In ARAIM the use of
the signals in L1 and L5 allows the
user receiver to cancel the effect of
the first order effect

In GPS nominal ionospheric
error is not applicable for ionofree user, in Galileo the effect of
error on positioning accuracy is
continuous but negligible
(<0.05m)

User segment (ARAIM
module)

Ionospheric
threats

Severe ionospheric
conditions,
scintillation effect
(narrow fault)

The ionosphere refractive
index can fluctuate on a
localized basis from second to
second causing cycle slips

Degradation of position
accuracy (VB jump)

Predictions of high solar activity
(usually short periods), degraded
operation.

A process known as scintillation
affect signals for a short period
of time especially in boreal and
subtropical latitudes

Operational procedures

The residual noise
introduced through
first order
ionospheric error
removal

Ionospheric
threats

First order ionospheric error
removal

Slight degradation of position
accuracy (VB shifts)

To be modelled and accounted for
in the ARAIM algorithm

N/A

User segment (ARAIM
module)

The ionosphere is a dispersive
medium that leads to code and
carrier divergence causing
ionospheric error of first,
second and third order, all
functions of Total Electron
Content (TEC).

Slight degradation of position
accuracy (VB shifts)

To be modelled and accounted for
in the ARAIM algorithm

N/A

User segment (ARAIM
module)

Predictive models for ionospheric
errors

The GPS/Galileo satellites
broadcast the parameters needed
to run these ionospheric models

User segment (GNSS
receiver)

N/A

N/A

N/A

As well as

Ionospheric
threats

The second order
ionospheric effects

IO-5

Part of

Ionospheric
threats

Ionospheric
refraction in single
frequency
environment

Single frequency environment

Degradation of position
accuracy (VB jump and shift)

IO-6

Other than

Ionospheric
threats

N/A

N/A

N/A

IO-4
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ID

Guide Word

GNSS fault

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

Idem IO-2

Idem IO-2

Idem IO-2

Idem IO-2

Idem IO-2

IO-7

Omission

Ionospheric
threats

Extremely severe
ionospheric
conditions causing
service interruptions

IO-8

Early

Ionospheric
threats

N/A

N/A

N/A

N/A

N/A

N/A

IO-9

Late

Ionospheric
threats

N/A

N/A

N/A

N/A

N/A

N/A

IO-10

Before

Ionospheric
threats

N/A

N/A

N/A

N/A

N/A

N/A

IO-11

After

Ionospheric
threats

N/A

N/A

N/A

N/A

N/A

N/A

Tropospheric delay
(nominal error)

The troposphere refracts radio
waves and the water vapor
slows them down

Error prediction models

The troposphere affects all
frequencies and code and carrier
identically. Its magnitude
depends strongly on elevation

User segment (GNSS
receiver)

TS-1

None
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ID

Guide Word

GNSS fault

Deviation

TS-2

More

Tropospheric
threats

TS-3

Less

Tropospheric
threats

TS-4

As well as

Plausible causes

Consequences

Safeguards

Atmospheric
conditions causing
signal “noise"

Unfavourable atmospheric
conditions

Incorrect ambiguity resolution
in positioning calculations (VB
jump and shift)

The error is distance- dependant
Error prediction models for variable (the higher distance to base
local fluctuations in the wet and dry station the higher is the error).
components.
The tropospheric error mainly
contributes to the error in height.

User segment and
partially ground
segment

Residual
atmospheric error

Is not possible to completely
eliminate the error

Effect on positioning accuracy
(VB shifts)

The residual error shall be
The error is distance- dependant
accounted in the total error budget
(the higher distance to base
according to receiver specifications. station the higher is the error)

User segment (GNSS
positioning error
budget)

Satellite positions in respect to
horizon, the closer it to the
horizon more errors and noise
is injected

Difficulty to solve the position,
Position Dilution of Precision
(VB shifts)

Partially mitigated by setting an
elevation mask (cut off angle) of
Cannot be completely mitigated.
10°- 15° to block the lower
Operational procedures could be
satellites signals which have the
considered.
longest run through the atmosphere.
A 10° mask is recommended

User segment
(Application data)

Prediction of satellite visibility on a
route. Setting of maximum duration
of signal availability until entering
the safe state.

Operational procedures shall be
established

Operation

Idem TS-2

Idem TS-2

Idem TS-2

Tropospheric
threats

Atmospheric
conditions causing
signal “noise"

Visible satellites are to close to
horizon

Application doesn't receive
correction data. VBR could
fail.

Idem TS-2

Idem TS-2

TS-5

Part of

Tropospheric
threats

Temporal
unavailability of the
signal due to the
noise

TS-6

Other than

Tropospheric
threats

Idem TS-2

TS-7

Omission

Deliverable nr.
Deliverable Title
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ID

Guide Word

GNSS fault

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

Tropospheric
threats

Por, intermittent or
loss of, radio or
wireless
communication

Moderate to extreme levels of
space storm events

Application doesn't receive
correction data. VBR could
fail.

Prediction of severe weather
conditions causing service
interruptions.

Operational procedures shall be
established

Signal arrives earlier
then predicted

Prediction model is not
adequate

Incorrect positioning
calculations (VB jump and
shift)

Shall be accounted in the total error
budget

For GPS considered <5m upper
bound

User segment (GNSS
positioning error
budget)

TS-8

Early

Tropospheric
threats

TS-9

Late

Tropospheric
threats

Signal arrives later
than predicted

Idem TS-4, TS-7

Idem TS-4, TS-7

Idem TS-4, TS-7

Idem TS-4, TS-7

Idem TS-4, TS-7

TS-10

Before

Tropospheric
threats

N/A

N/A

N/A

N/A

N/A

N/A

TS-11

After

Tropospheric
threats

N/A

N/A

N/A

N/A

N/A

N/A

Delay due to
multipath (nominal
error)

Any object that can reflect a
satellite signal can cause
multipath (signal
diffraction, specular reflection
or diffuse reflection)

Incorrect positioning
calculations (especially for
height), VB jump and shift.

Multipath effect models depending
on the chosen environment (e.g.
open sky, suburban, urban, etc.).
GBAS Reference receiver antennas
should be located in places that
provide independent multipath
environments

The GNSS equipment (antennas)
is capable to mitigate the
multipath to some extent. For
static object in predictable
environment the continuous
positioning error < 1m.

User segment (SW
application),
Ground segment: design
and layout.
Negligible for static
objects.

RNM1

None

Receiver
Noise and
Multipath
Threats

More
Deliverable nr.
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ID

Guide Word

GNSS fault

RNM2

Receiver
Noise and
Multipath
Threats

RNM3

Receiver
Noise and
Multipath
Threats

RNM4

Less

As well as

RNM7

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

Can be accounted for total error
budget (partial mitigation). Further
investigation is needed for Railway
environment.

GNSS equipment and SW
algorithms will not have enough
time to solve the multipath
models and the firmware will
continue to display the false
precision with accounting on
multipath.

Further investigation
and modelling of local
environment is needed

Delay due to
multipath (narrow
fault)

Not enough time to solve
multipath model due to vehicle
movement. Rapidly changing
environment.

Receiver noise

Multipath effect, antenna
Incorrect positioning
position (trade-off between the
calculations (VB jump and
necessary height and possible
shift)
multipath effect shall be found)

The noise shall be estimated,
appropriate noise filters shall be
implemented

N/A

User segment (receiver
design)

Environmental conditions
producing undesirable
reflexion problems

High computation load,
difficulties to solve ambiguity.
Application failure.

Transponder Dead time: The
transponder shall be rendered
inoperative for a period normally
N/A
not to exceed 60 microseconds after
a valid interrogation decode has
occurred

User segment (receiver
design)

N/A

User segment (receiver
design)

Multipath effect
causing transponder
responses to echoes

Undetected incorrect
positioning calculations (VB
jump and shift)

Part of

Receiver
Noise and
Multipath
Threats

Severe multipath
effect produces noise
and doesn't allow to
receive complete
C/A code sequence

Environmental conditions
producing undesirable
reflexion problems (e.g. dense
urban areas)

Applications fails to generate
position solution

The receiver shall be resistant to
interferences, include necessary
filters and shall not provide
position solution before ensuring it
uses correct data. In case of
impossibility to provide position
solution an alert shall be generated.

Other than

Receiver
Noise and
Multipath
Threats

Distortion of the
signal waveform's
amplitude and phase

Environmental conditions
producing undesirable
reflexion problems (e.g. dense
urban areas)

Wrong phase measurements,
positioning accuracy is
affected (VB jump and shift)

Real-time signal processing within
receiver (within code and carrier
tracking loops)

N/A

User segment (receiver
algorithm)

Omission

Receiver
Noise and
Multipath
Threats

Idem RNM-5

Idem RNM-5

Idem RNM-5

Idem RNM-5

Idem RNM-5

Idem RNM-5

RNM5

RNM6

Receiver
Noise and
Multipath
Threats

Deviation
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ID

Guide Word

GNSS fault

RNM8

RNM9

RNM10

RNM11

Deliverable nr.
Deliverable Title
Version

Deviation

Plausible causes

Consequences

Safeguards

Comments

Actions assigned to

Early

Receiver
Noise and
Multipath
Threats

N/A

N/A

N/A

N/A

N/A

N/A

Late

Receiver
Noise and
Multipath
Threats

Multipath
corrections are not
timely (arrives too
late)

High computation burden

Applications fails to generate
position solution

Multipath mitigation methods shall
be tested for different speed
profiles

Multipath mitigation method
trade-off analysis need to be
performed to find the balance
between efficiency and
calculation burden

Verification and
Validation

Before

Receiver
Noise and
Multipath
Threats

N/A

N/A

N/A

N/A

N/A

N/A

After

Receiver
Noise and
Multipath
Threats

N/A

N/A

N/A

N/A

N/A

N/A
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